Marouane CHTITA

Email: marouanechtita@gmail.com | Tel: 4212 6 82 59 50 29
LinkedIn: marouane-chtita | GitHub: Marouane-2005

Junior Cybersecurity Engineer

Profile

Cybersecurity engineering student (ENSIAS) with hands-on experience in DevSecOps, cloud infrastructure hardening, and SOC
operations. Built LLM-assisted security tooling with human-in-the-loop validation and aligned technical work with OWASP, ISO
27001 and MITRE ATTECK. Looking for a 4—6 month internship to help secure AI adoption, modernize infrastructure, and
strengthen vulnerability and risk management.

Education

Ecole Nationale Supérieure d’Informatique et d’Analyse des Systémes (ENSIAS) 2024 — Present
Engineering Degree — Cybersecurity, Cloud € Mobile Computing Rabat, Morocco
CPGE Moulay Driss 2022 — 2024
Classe Préparatoire Math-Physics Fes, Morocco
Experience

CHU Hassan II de Fés — Cybersecurity Intern Jul — Aug 2026
SOC Design, Risk Assessment € Al-Assisted Automation IT € Security Department | Fés, Morocco

e Led a risk-based security diagnostic and deployed an end-to-end SOC stack in an isolated VMware lab (Elastic Security
SIEM/EDR, Suricata, pfSense, Shuffle SOAR, MISP, TheHive, Cortex).

e Extended the SOAR workflow with an LLM-based alert triage module (summaries, MITRE ATT&CK mapping, prioritized
recommendations), keeping human validation in the loop to cut Tier-1 review time.

e Ran red-team simulations mapped to MITRE ATT&CK to validate existing controls and identify detection/response gaps,
then formalized findings into an improvement report for stakeholders.

e Assessed web application exposure using ModSecurity and OWASP CRS, documenting residual risks and prioritized remedia-
tion recommendations.

Symolia Groupe — Cybersecurity Intern Jul — Aug 2025

Cyber Threat Intelligence & Risk Prioritization IT / Security Department | Rabat, Morocco

e Designed and deployed a Cyber Threat Intelligence pipeline integrating CVE data, VirusTotal, Shodan and OSINT sources
for continuous monitoring and risk prioritization.

o Correlated threats with the MITRE ATT&CK framework and translated technical findings into client-ready, SOC-oriented
reports for decision-makers.

e Developed a real-time threat intelligence dashboard and containerized the platform (Docker) for scalability; adopted by the
security team for ongoing monitoring.

Projects

Secure CI/CD Pipeline — DevSecOps Automation 2026

Personal project

e Built an end-to-end DevSecOps pipeline with GitHub Actions integrating SAST (Semgrep), SCA (OWASP Dependency-
Check), secret scanning (Gitleaks), container scanning (Trivy), and DAST (OWASP ZAP).

e Developed a Python-based centralized Quality Gate to aggregate findings, apply severity thresholds, and automatically block
non-compliant builds, publishing JSON/HTML reports via GitHub Actions.

Private Cloud Hardening — Security Risk Assessment & Benchmarking 2026

End of year project (PFA)

e Conducted a cyber maturity assessment of an OpenStack private cloud against CIS Benchmark controls (Lynis) and turned
audit findings into a prioritized remediation and hardening roadmap.

e Designed a defense-in-depth network architecture (DMZ, database and management zones with OVN security groups) to reduce
the attack surface.

e Implemented and documented technical controls (SSH hardening, UFW, Fail2ban, ModSecurity/OWASP CRS, Wazuh) and
validated them through penetration testing scenarios from Kali Linux.

AWS Cloud Security Monitoring & Automated Incident Response 2026

Personal project

e Designed and deployed a secure, segmented AWS environment (VPC, public/private subnets, ALB, WAF, RDS) using Ter-
raform, applying least-privilege IAM, encryption (KMS), and network isolation via VPC Endpoints.

e Implemented centralized logging and threat detection with CloudTrail, VPC Flow Logs, AWS Config, GuardDuty, and Security
Hub for continuous security visibility.

e Built an automated incident response pipeline (EventBridge — SNS/Lambda) that alerts on high-severity findings and auto-
quarantines compromised EC2 instances, validated through controlled attack simulations (privilege escalation, port scanning,
SQLi/XSS blocked by WAF).

Technical Skills

Governance & Risk: ISO 27001,/27005, OWASP, MITRE ATT&CK mapping, CIS Benchmark(Lynis).

DevSecOps: GitHub Actions, Semgrep, OWASP Dependency-Check, Gitleaks, Trivy, Terraform.

Offensive & Network Security: Kali Linux, Metasploit, Burp Suite, Nmap, Wireshark, Suricata, pfSense, ModSecurity
SOC & Threat Intelligence: Elastic Security, Wazuh, Splunk, Shuffle, TheHive, Cortex, MISP, VirusTotal, Shodan
Cloud & Infrastructure: AWS, OpenStack, Docker, VMware, Linux, Windows Server.

Programming: Python, Java, C, JavaScript

Languages: Arabic (Native), French (Fluent), English (Fluent)

Certifications

e AWS Certified Solutions Architect — Associate — AWS Training & Certification
AWS Certified Cloud Practitioner — AWS Training & Certification

CCNA: Introduction to Networks — Cisco Networking Academy

CCNA: Switching, Routing & Wireless Essentials — Cisco Networking Academy
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